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1. Introducere

Acest ghid prezinta pasii necesari pentru adaugarea modului pkes#11 in Adobe Reader
DC.

Modulul PKCS#11, al dispozitivului ATHENA, poate fi gasit in locatia
C:\Windows\System32\asepkes.dll

2. Adaugarea modulului

Pentru addugarea modulului criptografic al dispozitivului ATHENA, in Adobe Reader DC,
trebuie urmati pasii de mai jos:

Pasul 1. Se deschide Adobe Reader si se acceseazd meniul Edit -> Preferences -> Security
(Enhanced) si se debifeaza Enable Protected Mode at startup urmand sa se inchida fereastra cu
OK si sa se restarteze programul Adobe Reader.

Sandbox Protections

¥ | Enable Protected Mode at startup

Protected View @ Off
Files from potentially unsafe locations

1 Al files

Pasul 2. Dupa redeschiderea programului Adobe Reader se acceseaza din nou meniul Edit ->
Preferences -> Signatures si din grupul Identities & Trusted Certificates se face click pe
More...

Identities & Trusted Certificates

= Create and manage identities for signing
» Manage credentials used to trust documents

Mare...

Pasul 3. Din noua fereastra se face click pe ,,+”, iar din meniul Digital Ids se alege submeniul
PKCS#11 Modules and Token si se face click pe butonul Attach Module.
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Your Trusted Service Provider

B Digital IDs Attach Module  Dets i ' c Refresh
Roaming ID Accounts Module Manufacturer ID Library Path
Digital ID Filles

Windows Digital IDs
PKCS=11 Modules and Tokens

Trusted Centificates

Pasul 4. Se cautd si se ataseazd modulul pkes#11 - asepkes.dll - din locatia
C:\Windows\System32\
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Digital 105 Attach Module  Detach Module % Refresh
Roaming ID Account  Module Manufacturer ID Library Path

Module Manufacturer [D: Athena Smartcard Solutions
Module Description: ASE Cryptokd

Library Version: 3.1
Crvptoki Version: 2 20
Library Path: C:'Windows'Svstem3 2 aseples dll

Pasul 5. Dupa atasarea modulului se face click pe ,,+” de langa PKCS#11 Modules and Token
si se acceseazd meniul ASE Cryptoki urmand sd se apese butonul Login pentru logarea pe
dispozitiv.
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(24 Digital ID and Trusted Certificate Settings ||
= Digstal IDs Change Password  Login t e Refresh
Roaming ID Account  Token Label Status
Trans Sped QCA Logged out
Digital ID Files repcd [ e

Windgws Digital IDs

=! PECS=11 Modules ar

e —

Bt Sowbyiecntac Token Label: Trans Sped QCA

Module Manufacturer ID: Athena Smartcard Solsbons
Model: IDProtect
Serial Number: 395T700052F1C3247

Pasul 6. Se introduce Codul PIN.

" Y

Token Label: Trans Sped QCA

Fdrdr A

Paszword:

| ok || Concel

Pasul 7. De sub meniul Ase Cpryptoki se face click pe Trans Sped QCA de unde se alege
noul certificat pentru a fi utilizat pentru semnarea documentelor selectandu-se Use for Signing
din meniul Usage Options.
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= . DigitaliDs ¥ asa1 | Usage Options = | S Certficate Details 5 Eport 0¥ Refresh @ Remove D
Roaming ID Accoumt = Name

m A Use for Signing 217.12.28 1326402 7
Drgptal K hries Manage Attribute Certrficates
Windows Digital D= Lﬂ Personalize
= PECSS11 Modules ar
B ASE Crypteki
s Qc MName Name Namea
Trusted Centificates Issued by: Trans Sped QCA G2
Trans Sped SRL

"alid from: 2016712728 15:28:02 <0200
Valid to: 2017/12/28 15:28:02 +02'00°
Intended usage: Digital Signature, Non-Repudiation, Chent Authentication, Email Protection

Dupa acesti pasi se inchid ferestrele si se incearca semnarea unui document pdf.
La semnarea documentului pdf, Codul PIN va fi introdus ca in imaginea de mai jos:

Sign as "Name"

b4
Appearance = Created 2016.10.05 11:11:57 +0... v ( Create ) ( Edit )
Name
Name Digitally signed by Name
DN:c=RO, sn=Name,
givenName=Name,
serial Number=xxxxxxxxXXxxxx,
cn=Name
Date:2017.01.10 10:26:01 +02°00°
| Lock document after signing View Certificate Details
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